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and technological advantages as a direct result of subgan-

tial investment in Research and Development (R&D). In
orde to deny other naionsand organizationscomparable or supe-
rior capabilities, these achievements mug be protected. This arti-
cle provides an overview of the current Department of Defense
(DoD) Research and Techndogy Protection (RTP) methoddogy
and some indghts into evolving RTP methodobgies in which the
role of intelligence is highlighted.

I he United States has achieved crucid military, econonic,

Targeting techndogy for exploitation is not new. In fact U.S.
indugry was foundeal on the ability to recognize state-of-the-art
capabilities that resided in other naionsand to target them aggres-
sively for exploitation. A classic example of early RTP is the bur-
geoning indugrial conflict between Great Britain and the United
States in the early 19th century.

The views, opinions, and ideas expressed in this article arethose of the authors and are
not necesarily shared by the Departmert of Deferse or the National Aeranautics ard
SpaceAdministration.
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Efforts to develop colonia manufactures were
frowned on by Great Britain, for they posd the
possibility of dangaouscompdtition for Great Brit-
ainOsearly factoriesEG reat Britain soughtto pre-
vent indudrial development by prohibiting the sale
of manufacturing equipment and the emigration of
skilled labor o the United Sates.

As the United States realized the importance of skilled labor
and techndogy resident overseas, it began to offer enticements to
promote the trander of technology from Europeto America. To
compete with Great Britain, the American Moses Brown Gnduced
Samud Slater [a British textile expet] to bring his technical
knowedgeto U.S. opeations The result was the countryOdfirst
technologically advanced textile mill.3 Discussing this further,
Perrolle mentions GDnce assembled and copied, this illegal tech-
nology became the basis of New England® cotton indugryN a ma-
jor competitor for England G As this early example illugtrates, by
protecting and preserving critical techndogies and its citizensOin-
vestment in R&D, the U.S. Government enhances U.S. indugrial
competitiveness in theinternaiond marketplace.

Moden naions are no strange's to seizing a technological
edge or recognizing the value of a competitor's research and tech-
nology. The synchronzation and integration of technical intelli-
gence and counterintelligence (Cl) is vital to protect our naional
technological interests. Technical intelligence plays a critical role
in obtaining indght into and an undestanding of U.S.-developed
technologies. ClI professionds are thefirst line of defense as they
identify globd threats to our R&D and deny technical intelligence
to our competitors Working togeher, these intelligence disci-
plines protect our cutting-edge research and technology that pro-
vides a significant econonic or military advantage.
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DOD RESEARCH AND TECHNOLOGY PROTECTION

The U.S. military rdies on ®phisticated technology o maintain
supeiority on he battlefield. Technologyis, and will cortinueto
be, aforce multiplier as the research and acquisition communities
improvesurvivability, lethdity, mohility, and sugainability.

Recognizing the need to protect the R&D tha can provide the
warfighter tactical and strategic advantages, DoD codified RTP
requirements in DoD Instruction (DoDI) 5000.2,0peration of the
Defense Acquisition System, issued 12 May 2003,and DoD Direc-
tive (DoDD) 5200.39,Security, Intelligence, and Counerintelli-
gence Suppot to Acquisition Program Protection, issued 10 Sep-
tember 1997. Redlizing RTP has evolved since 1997,DoD is up-
dating DoDD 5200.39. The objective and god of DoD RTP, re-
ferred to as (program pratection,Care described bdow:

The objective of effective progran protection plan-
ning isto prevent exploitation of U.S. technology or
the development of counermeasures agang U.S.
defense systems. The god is to selectively and ef-
fectively apply security counermeasures tha are
cog-effective and congstent with risk management
principles.*

DoD RTP seeks to identify the elements of the technology
tha provides the United States with a compditive advantage or
battlefield edge. DoD refers to information that provides the mili-
tary advantage or edge as Critical Program Information (CHl). The
DoDD 5200.39 dénes CH as follows:

Information contained within technologies, or sys-
tems tha if compromised, would:
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- Degrade comba effectiveness
- Shorten the expected combat-eff ective life of the system
- Significantly alter program direction.

This indudes classified military information or undassified
controlled information about such prograns, technologies, or sys-
tems.

The DoD approach focuses on protecting aitical technologies
who= exploitation would diminish or neutralize the effectiveness
of aweapon system. The objective is to afford these critical tech-
nologies protection as early as possible in the development or ac-
quisition cycle. DoDD 5200.39requires the identifi cation of CH
no later than Milestonel - Program Initiation (Milestone B unde
the current Defense Acquisition Management Framework) °

Regardless of the stage in development or acquisition when
initiated, the DoD RTP modd follows the same five Operations
Security (OPSEC) steps  This andytic process was first developed
and employed during the Vietnam War by the Purple Dragonteam.
The DoD acquisition proaess and the intelligence threats agang
technologies unde development have evolved while the model has
remained relatively the same. The five OPSEC steps modified for
RTP and the acquisition community, are as follows:

1. TheProgran Manager (PM) identifies the CH tha resides
within the progiam. The identified CH is either developed by
the PM for the specific system orinheited from another pro-
gram and resident on he PMOsystem.

2. After the PM identifies the CH, the cognizant intelligence or-
ganization identifies and evaluates the threat by means of a
Multi-Disciplined Counerintelligence Threat Assessment
(MDCITA). Thisreport highlights groupswith the capability
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and intent to exploit the CRH. It focuses on howthe variousin-
telligence disciplines (e.g., MASINT, SGINT, and HUMINT)
might exploit the CH.

. After the MDCITA has been completed, a vulnerability andy-
sisis conduded to determinewhere and row the CH is suscep-
tibleto exploitation. The vulnerability analysis focuses on
where CR is Gitored, usd, developed, orandyzed® and in-
cludes contractor and govenment facilities, the location of he
CP within the system and progran, and personnd who require
access to the CH.

. Theresults of the vulnerability andysis guide the PMORTP
risk andysis. The PM deermines theimpacts, such as the cos/
performance/ schedule/capability, to the program if exploita-
tion ocursrdativeto the prokability of loss from the vulner-
ability andysis. All protection activities indudeassociated
codsin theform of gaff-hoursor progran dollars. The risk
andysis degermines the acceptable level of vulnerability or risk
and the assodiated cods.

. Thegod of countermeasure development and implementation
isto Qdentify the time-phased orevent-phased couniermea-
sures to beemployed by the PM to reduce, control or diminate
specific vulnerabilities. 3 Systems Security Engineering (SSE)
and the gpplication of dher disciplines (e.g., physcal security,
information assurance, anti-tamper, and A suppor) are con-
sidered for implementation. For each prgposed counermea-
sure, the PM identifies Qhe protection s assodated with the
personnd, produds, services, equipment or other areas used as
part of progran pratection danning 3

The results of this five-step process are doaumented in the

Progran Protection Plan and implementation guide. Program Pro-
tection Plans are often quite lengthy and contain many annexes,
such as an Information Assurance annex and an Anti-Tamper Plan
annex.
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Intelligence/Cl supportoccursat the beginning and end of the
DoD RTP process. The first indance is the development of the
MDCITA after the CP is identified, and the second is CI support
after countermeasure selection. Althoudh the Intelligence/Cl ana-
lysts who produe the threat assessment are experts in thar disci-
plines, they do not necessarily possess expertise or advanced de-
grees in the research or techndogy unde assessment. The DoD
RTP modd (specifically the threat assessment) rarely addresses
technology pacing (the current state-of-the-art of the variousR&D
fields) unde review. Undeastanding and then reporting to the PM
the U.S. R&D as compared to global competitors can significantly
affect the vulnerability anadysis and resultant risk andysis.

Subgantial effort has been exerted to develop and implement
relevant and homogeneousRTP guidance. Currently each Military
Depatment interprets and applies this guidance based on its own
mission needs resulting in a lack of uniformity and consstency
among the large nunbe of programs and range of technologes
unde development or dready fielded. Many of the DoD acquisi-
tion prog@ams share technologes and information to accelerate
produdion and reduce overall cogs, but may not congstently pro-
tect the leveraged technology or information at the same level.
Additiondly, RTP increases in complexity because many DoD
prograns actively seek to include foreign allies and friendy for-
eign counties as patnersin the development, acquisition, and life-
cycle management of weapon systems. Promoting technology
trander, while simultaneoudy protecting a technological advan-
tage across multiple prograns and services, is a complex chdlenge
tha requires continuous coordingion and a unform,
multidiscipling, cross-cutting progem effort.
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NASA RESEARCH AND TECHNOLOGY PROTECTION
APPROACH

NASA isacivilian agency with a history of pronoting the sharing
of information to advance the sciences and space exploration.
NASA realizes the role the U.S. space agency plays on the world
technologica and econamic stage. To address protecting the U.S.
competitive research and technology edge in space technologies,
NASA recently initiated the Techndogy Protection Progran
(TPP).

NASA established the Techndogy Protection
Working Group (TPWG) to provide a working
level, multi-disciplined and multi-Center forum of
technical, functiond, and manageria expertise to
lead the planning and implementation of the Tech-
nology Protection Progran (TPP) in support of
achieving the nationO¥ision for Space Exploration
and NASAQOsnission obpctives,

The TPP is a comprehensve progran designal to
measurably enhance opeaational readiness and mis-
sion success, as well as protect U.S. naiond secu-
rity interests. NASAQ® technological advantage in
gpace and groundsystems capabilities is maintained
by enhancing the protection of the Mission Critical
Information (MCI) and techndogies, while maxi-
mizing NASAOs Technology Protection invest-
ments.

NASA recognizes its responsbility for protecting
its space technology investments from inapproprite
access and disclosure The Techndogy Protection
Program continues to provide the flexibility neces-
sary for sharing approprite information with our
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internationd partners or supplers, while affording
protection for the information or technologies
NASA condders mission aitical.*°

Terry E. Odum, Chairman
NASA Techology Protedion Working Group

Where DoD RTP focuses on identifying and protecting criti-
cal technologies resident within weaponssystems during R&D, the
NASA TPP addresses a wider range of information. NASA refers
to the information requiring enhanced protection as Mission Criti-
cal Information (MCI) and ddines it as follows:

NASA information related to research, technolo-
gies, projects, prograns, or systems tha, if released
outside established probcols could:

- Significantly affect NASA resources, requiring add-
tional research, development, tests, or evauation to
overcome the adverse effects of unauthorized releases,
and/or

- Significantly reduce the performance or eff ectiveness of
NASA research, projects, techndoges, programs, or
systems, and/or

- Significantly have an adverse affect on the U.S. advan-
tage in space and other current and emerging technolo-
gi o

The MCI assessment process is designed to assist in theiden-
tification of specific information and items that are critical to
NASA mission success. The MCI assessment aso identifies key
research, techndogies, and components related to space sciences,
exploraion, and applications By identifying MCI, NASA re-
sources can beconcentrated on proecting a minute sub<et of key
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information while allowing the promotion of free and open ex-
changeof daa and information in accordance with established pro-
tocols. Althoughthe NASA TPP uses the five steps of the DoD
RTP modd, it differs subgantially from its counterpart by address-
ing me of thelessonslearned from DoD.

The first significant difference is the initiating event. DoD
begins RTP when the PM identifies the CPH in his progran. The
NASA TPP beginsin the Qliscovery phase,Oduring which NASA
scientists and engineers, indugry experts in relevant fields and
NASA CI andysts collaborate. NASA utilizes academic and in-
dudry experts with detailed knowledge of the globd state of the
gpecific technology unde review during pre-and pos-MCl as
sessment to evaluate technology pacing and trends

The early and continuousinvolvement of Intelligence/Cl ana-
lystsis the second difference. Engagement beginsat the discovery
phase and is iterative. For example, if the RTP assessment team
determines tha the technology unde review provides the United
States a signifi cant advantage or tha the United States is the world
leader in tha specific technology, then intelligence analysts can
begin ther deerminaion of which organizationgcourtries have
the capability and intent to exploit this kind of technology. Defin-
ing the state of the art and technology pacing allows the PM and
the Intelligence/Cl analysts to identify the compdtitorsin the spe-
cific techndogy sector. This information builds the initia or
known threat tha immediately assists the PM in the selection of
initial controls (countermeasures) to protect thetechndogy. While
the TPP is beng completed, this wide-angle known threat is re-
fined and narrowed in synchronization with the specific identifica-
tion of MCI. The produd of MCI identification and known threat
refinement becomes the validated threat tha the PM uses to select
find controls (counermeasures).
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Unde the DoD RTP modd, Intelligence/Cl andysts do not
begin collecting threat daa untl after the PM identifies specific
CPH. The completion of the MDCITA, the formal threat assess-
ment, takes an average of six months During this time the PM
cannot begin the risk andysis or start to devise counermeasures
tha would immediately enhance the pratection of the CH. The
six-month ggp between CP identification and threat publication
increases the time in which the identified CH could beexploited.

The third difference is the method in which MCI is deter-
mined. Following the DoD RTP modd, govenment PMs, gov-
ernment engineers, security personnd, intelligence andysts, and
indugry patners meet as a groupand answer a series of questions
designad to assist in the identification of CHl. Regardless of the
progran type, technology, or weapon system unde review, the
same questionsare asked at each assessment. The questions used
by NASA to assist in the identification of MCI are devised by ex-
perts in the relevant fields and by ClI andysts and are tailored spe-
cifically to the program, technology, or system unde review. The
collaboration between the technology experts and Cl personnd
during question creation and selection focuses the assessment on
therelevant aspects of the technology and s multaneoudy feedsthe
development of known threets.

Furthermore, under the NASA modd, NASA and indugry
personnd are interviewed individually, thus reduang the opporu-
nity for Qyroup thinkOand promoting the free and open exchange
of ideas andinformation. Conducting persond interviews with the
subject matter experts significantly minimizes the overal time
each engineer spendscompleting RTP. Acquisition schedules are
increasingly accelerated, and cods are minimized to the greatest
extent.
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NASA [has] established and continues to enhance a
dynamic Countrintelligence (Cl) Program respon-
sive to current chalenges posd by foreign adver-
saries and domestic opponets alike. In measured
cadence with NASA's CI Program is our recently
developed NASA Technology Protection Pro-
gramN steered by a team of senior folks from di-
verse specialties, and assembled as the Technology
Protection Working Group (TPWG). In a closly
patnered effort, NASA countrintelligence and the
TPWG are earnestly engaged in deermining how
we may best safeguad NASA's freshest ideas and
mog advanced technologies agang foreign collec-
tion effortsN somehow effectively within the
framework of the highly cog-constiousand sched-
ule-driven environment of NASA space exploration.

Mog are quick to appreciate the chdlenges in-
volved in attempting to engage in multi-nationd
gpace exploration partnerships while simultaneoudy
attempting to protect those technologies which, if
released to foreign entities, would artificially ad-
vance foreign echnology growth and, @nsequently,
enhance foreign military capabilities. Arguably, ei-
ther eventuality goes to the denigration of U.S. ad-
vantages in spaceN which is today equivalent with
U.S. ndiond security, and to the detriment of our
naiond econamic securityN a mog poignant issue
for our children and theirs when they reap wha we
have either sown in thar interest or squandered to
the benefit of foreign nations | anticipate our pri-
mary contributon from NASA CI to thisjoint effort
to be the accurde identification of foreign entities
engaged in technology collection efforts agang
NASA technology development proglams. | further
imagine that, in the interest of "horizontal protect-
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tion," any opporunity to leverage Counerintelli-
gence lessonslearned with affi liated DoD activities,
especialy regarding similar technology programs,
will bean oppotunity well spent.*?

Martin Hare
Leadfor Cl Support to Tecmology Pratedion
NASA CI

RECOMMENDATION: THE O5FR0 APPROACH TO RTP

The current DoD RTP policy is outdated. This redlization is re-
flected in the ongoing revision of DoDD 5200.39. The debae is
not over the need to protect critical U.S. technologies, but on how
QrriticalityOis determined and addressed. NASA has taken steps
in the right direction, because the agency is implementing proc-
esses and procedures tha are virtudly trangarent to and under-
stood by ts scientists, engineers, and industry patners.

The authorssuggest the following concept will bethe natu-
ral progression for RTP. This new RTP conaept, applicable across
al DoD and federa acquisition prograns and the U.S. indugdrial-
base, is based on RTP that mitigaes risk assodated with the
®RsO

Revenue: Any event(s) tha jeopardizes the ability to execute or
obtain the budge necessary to complete assigned tasks and ms-
sons Budgéary issues can sverely affect an organizationOsbil-
ity to respond b unfoleseen or unpanned emergencies and events.
Plan and accuraely forecast future budgés, and execute existing
budgés accordng o schedule and plan.

Reputation: Any event that causes the citizens, consumers,
stakeholders, or investorsto lose faith in the organizationOsbility
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to proect thar critical research and resources. Public exposure
and the subsequent response to publcized issues could cause un-
duepressure on, or relignment of, the organizationOsnanage-
ment, and diive far reaching dhanges in pdicies and proedures.

Resources. Any event, such as physcal theft, destruction, or ms-
approprition of research or asets, represents aloss of capability
to opeate and additiond cods to thetaxpayer, consumer, and
stakeholder or any event or activity that would reduce the organi-
zationOsbility to recruit andfor retain the highest qudity person-
nd.

Research: Any eventtha compromises the integrity, availability,

confidentiality, and urique nature of the research that would cause
the organization © lose a competitive advantage or jeopadize ther
current ganding and investment.

Relevance: Any eventtha would negatively impact the organiza-
tionOprominent place (market share and battlefield dorrinance).

In this RTP conaept, Intelligence is the founddion, and Intel-
ligence professionds mug be involved from the beginning of the
process to ensuretha any known threat or vulnerability is gppaent
to the scientists and engineers earlier in the RTP process. Intelli-
gence will aso provide ingght into technology collection trends
tha the technical experts can use in arriving at what is critical to
the organizationOsuccess. Once these critical items (CPl, MCI, or
intellectud propety) are identified, Intelligence can collect and
provide validated threats specific to the critical items. Intelligence
should also provide threat upddes to the critical items determined
by theitem developasonareguar basis. Another role for Intelli-
gence is to ensure that the countermeasures or controls selected to
protect the critical technologies are sufficient and gpropiate.
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